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Welcome
The cybersecurity conversation is changing. In
every industry and across the globe. In the private
and public sectors. It used to be: “Are your emails
and documents protected?” But that’s not enough
anymore. Today it’s about content protection and
regulatory compliance. Now the conversation is: “What
do we need to do to continue doing business with U.S.
government agencies and EU citizens to comply with
the new content protection laws?”
GigaCloudTM by GigaTrustTM provides secure content
protection, consumption and collaboration for
Windows PCs, Android and iOS smartphones and
tablets, on-premises servers and users of Microsoft®
Office 365. In addition, GigaCloud’s Data OverWatch
analytics provides critical real-time tracking,
monitoring and compliance reporting.
In this document, you will see how GigaCloud provides
content security for DoD contractors and global businesses
by persistently protecting emails and documents opened
and viewed on virtually any device and
meeting the compliance regulations of
NIST SP 800-171 (December 2017) and
GDPR (May 2018).
Sincerely,
Brad Gandee
Vice President Global Sales, GigaTrust
www.gigatrust.com

Beyond content protection to
compliance—the next step in
cybersecurity
New national and international information
protection regulations
Breaches and hacks are an unfortunate reality
and a global threat in the digital age. No privatesector company or government agency is immune.
Cybersecurity should be top of mind in every
industry around the world.
But today digital protection requirements go way
beyond the implementation of a strategic and
effective solution to persistently protect content and
intellectual property at rest, in transit, and in use.
Now it’s about complying with the U.S. and European
Union (EU) regulations taking effect in 2017 and
2018, respectively—mandating content protection
and compliance of sensitive government, business
and personal information. Now it’s not only a smart
decision to protect data—it’s the law.
Content protection 101
It’s critical to feel safe when sharing or
communicating information digitally. There needs to
be a level of trust that no unauthorized recipients
can view the transmitted information. The focus of
this protection is on secure content collaboration,
whether inside or outside an enterprise’s network
on virtually any device implemented through a
formal business application—not randomly and
ineffectively assigned by employees—no matter
what the information is and how it is being shared.
Unstructured data, i.e., emails and documents, need
to be protected at rest, in transit, and in use, no
matter where the content travels, on smartphones,
PC laptops and traditional Windows desktops—
providing persistent protection.
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In the late 20th century, there was still a sense of
hope that software and systems could be developed
that couldn’t be breached or hacked. In the first
two decades of the 21st century, we’ve seen an
increase in the number of hacking and breaching
incidents, information leaks, identity thefts, stolen
intellectual property, and spear-phishing. Many
companies and government agencies that at first
resisted implementing an enterprise-wide content
protection program due to cost or not understanding
the full scope of the threat, have since recognized the
necessity for this protection.
Cybersecurity has become a critical operation within
every organization. It is the watchword for businesses,
government agencies and even personal account
users (e.g., John Podesta’s personal account was
hacked through a DNC attack). Personally identifiable
information (PII) must be protected—at all costs.
Persistent content protection delivers the security that
is needed to protect PII—and all sensitive business
information meant only for specific users identified
through information rights management policies.
It’s more than protection—it’s compliance
The challenge is to find a solution that can deliver
email and document protection and always provide

monitoring and reporting with a real-time audit trail
that validates compliance and an alert system that
warns administrators of any misuse of content.
The best-case scenario is email and document
protection through secure collaboration delivering
full control on who can print, forward or edit the
synchronized information. Security permissions (or
rights) are applied and enforced down to the digital
content (emails, documents, pictures) level, resulting
in content being protected from misuse while at rest,
in transit, and most important, in use—even when
opened by any permitted recipient—on any mobile
device or PC.
One-stop solution for content protection
and compliance
GigaCloud, the SaaS offering from GigaTrust, delivers both
content protection and compliance, providing a secure
email and document collaboration platform for enterprises
and government organizations with protection that persists
for the content’s entire lifecycle.
The GigaCloud solution delivers the protection and
compliance mandated by the two new cybersecurity
regimes. Organizations required to ensure content
is protected must also prove that they are in
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compliance with the requirements. What makes
GigaCloud the perfect solution to ensure content
protection compliance is that it delivers on the three
key performance indicators essential to safeguarding
information on an ongoing basis.
The GigaCloud Triple Play for content protection
and compliance
1.

Persistent Protection. Security content
management services ensure all data is safe at
rest, in transit, and in use providing the benefits
of encryption plus the ability for authors to
control the use of assets.

2.

Tracking, Monitoring and Compliance
Reporting. Real-time data analytics and
administrative tools track, monitor and report
through Data OverWatch to provide information
on who has received, opened, copied, and
printed emails and documents.

3.

Alert System. Continuous monitoring identifies
potential security breaches to system
administrators in real time automatically.

Protecting government information—complying with
NIST Special Publication (SP) 800-171
To combat the increasing number of hacks and
breaches, the Department of Defense (DoD)
proactively passed the Defense Federal Acquisition
Regulation Supplement (DFARS) rule, finalized
October 21, 2016, requiring federal government
contractors to apply cybersecurity controls to
protect corporate information systems according
to the security requirements published in NIST
SP 800-171, “Protecting Controlled Unclassified
Information (CUI) in Nonfederal Information Systems
and Organizations.” NIST SP 800-171 outlines a
standardized and uniform set of requirements for all
CUI needs, tailored to nonfederal systems, allowing
nonfederal entities to comply and consistently
implement safeguards for the protection of the CUI.
This effects documents and emails that go back
and forth between a supplier and the supply chain.
The National Institute of Standards and Technology
(NIST) is the agency responsible for defining the
various controls that are mandated for the protection
of unclassified federal information in nonfederal
information environments.
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Figure 1. Incidents Reported by Federal Agencies, Fiscal Years 2006 through 2015

Source: The Fiscal Times

NIST SP 800-171 is designed to reduce the number of
reported cyber-attack incidents in federal agencies—with
the objective to protect information and communications
technology (ICT) systems operated by the federal
government and its contractors from cyber threats
and attacks within the supply chain. The legislation is
designed to protect sensitive government information
from being destroyed, compromised, or stolen while
at rest, in transit or in use in ICT systems between

federal agencies and vendors. The DFARS regulation
is requiring all DoD contractors to become fully
compliant by December 31, 2017.
GigaCloud addresses over 25 of the NIST SP 800-171
security requirements, which are segmented into 14
categories. Access control is the first category in the
security requirements list and GigaCloud addresses five
of the first seven of the access control requirements.
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Table 1. GigaCloud Compliance for NIST SP 800-171 Security Requirements
NIST SP 800171 Security
Requirement
Identifier

NIST SP 800-171 Security
Requirement

GigaCloud Compliance

3.1.1

Limit information system access
to authorized users, processes
acting on behalf of authorized
users, or devices (including
other information systems).

The certification and credentialling process in
GigaCloud ensures that only the authorized user can
open a protected email or document.

3.1.2

Limit information system access
to the types of transactions and
functions that authorized users
are permitted to execute.

GigaCloud administrators have control over the
creation and distribution of policies that govern
controlled access to protected information.

3.1.3

Control the flow of CUI in
accordance with approved
authorizations.

Protected content is only accessible by identified and
authorized personnel.

3.1.4

Separate the duties of
individuals to reduce the risk
of malevolent activity without
collusion.

Administrative capabilities for policy creation,
distribution and enforcement can be separated and
assigned to different individuals to prevent abuse of
power.

3.1.7

Prevent non-privileged users
from executing privileged
functions and audit the
execution of such functions.

Complete audit trail is maintained to track all
administrative actions taken.

Source: GigaTrust
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GigaCloud use case for DoD contractors
There are more than half a million government contractors
that support the U.S. DoD. That includes all the
manufacturers and suppliers of every widget that goes into
the production of all U.S. military defense equipment—from
missiles to fighter jets. Every email and attachment including
proprietary information must be protected from unauthorized
use. To continue doing business with the DoD next year, it is
imperative that contractors implement content protection—
with monitoring and compliance reporting.
Cybersecurity is a global threat. NIST is designed
to ensure content between the U.S. DoD and federal

contractors, no matter where they are located, is
protected. The EU is enacting legislation to protect
private data for all its citizens no matter where they
live or do business.
Protecting PII of EU citizens—complying with GDPR
The focus of the new General Data Protection
Regulation (GDPR) provides guidelines governing the
collection and processing of personal information of
individuals within the EU. All businesses must comply
by May 25, 2018. This regulation affects companies
based in the EU and all businesses located throughout
the world that process the data of EU citizens.

Figure 2. General Data Protection Regulation Overview

Source: Host in Ireland
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That means any company doing business in the EU is
required to comply with the GDPR or risk being fined
up to 20 million euros or 4 percent of global turnover
for the previous year. The GDPR requires businesses
to obtain explicit consent for the collection and usage
of personal data, notify all EU citizens in the event
of a hack or breach, and appoint data protection
officers to oversee data security. The current Brexit
plan intends to keep the GDPR in effect in the UK.
GDPR will impact the financial, lending, insurance and
health care industries the hardest since it is necessary
for these industries to collect private personal data.
It will equally impact human resources departments
with employee records and EU-based IP addresses of
people using online services.

GigaCloud use case for global business
There are no borders when it comes to business. A
person in the EU can shop online from a U.S. retail store.
Corporations headquartered in the U.S. with offices in EU
countries hire employees locally. The EU is committed
to ensuring the safety of its over 500 million citizens
by protecting their PII. All companies that intend to
continue doing business in the EU in 2018 and the future
must implement content protection and demonstrate
compliance—or be hit with a hefty fine.

New rules of the game
Once upon a time, content protection was considered
an option and not a necessity. That’s not the case
anymore. Now that two new mandated cybersecurity
regimes have been enacted—the U.S. regulation
mandating content protection for CUI and other
sensitive government information and the EU
regulation governing the collection and processing of
personal information—it’s not an either/or decision.
Find out how GigaCloud delivers content protection
and compliance for NIST SP 800-171 and GDPR with
our free trial. Call (866) 868-7878 now to get started.
GigaTrust’s flagship service, GigaCloud, delivers
persistently protected emails and documents
for collaboration anytime, anywhere, on virtually
any device. GigaCloud is the first and only secure
email and document protection, consumption, and
collaboration service that is an easy-to-use, easy-todeploy private or multi-tenant cloud service powered
by the Microsoft – Active Directory Rights Management
Services (AD RMS) security ecosystem.

Source: GigaTrust

ABOUT US
GigaTrust is a leading SaaS provider of endpoint
email security and document in-use protection for on
premise private cloud or hybrid private cloud-based
deployments for Windows, iOS and Android devices.
GigaTrust is the largest and oldest provider that
enhances and extends Microsoft’s Active Directory
Rights Management Services (RMS) content security
solution. Customers rely on GigaTrust’s innovative
next generation content security technologies,
combined with ease of use and deployment, to enable
intellectual property protection and confidentiality.
The Company’s flagship offering, GigaCloud, delivers
secure email and document collaboration services
on virtually any device or platform with real-time
data analytics, reporting and administrative tools. It
applies and enforces security permissions down to the
digital content level, protecting content from misuse
throughout the entire lifecycle– while in transit, at rest
and, most importantly “in use,” even when opened by
any permitted recipient. GigaCloud is available in a
secure private cloud configuration for enterprises and
government entities requiring added security features
and administrative control. For more information
about GigaTrust, visit www.gigatrust.com

Contact us
For more information contact us at:
GigaTrust
607 Herndon Parkway, Suite 302
Herndon, VA 20170, USA
Phone: (866) 868-7878 (Sales)
GigaTrust.com
sales@GigaTrust.com
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